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The server is on maintenance, data is temporarily unavailable

Want to delete files? Email:

ATTENTION!!!

We have never attacked hospitals, orphanages, nursing homes, charitable foundations, and we will not.
Commercial pharmaceutical organizations are not eligible for this list;

they are the only ones who benefit from the current pandemic.

If an attack mistakenly occurs on one of the foregoing organizations, we will provide the decryptor for free,
apologize and help fix the vulnerabilities.
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imp: (all links in txt)

This site contains information about

companies that did not want to cooperate
with us.
Part of the information is for sale, part is freely available.

have fun.
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Below you can find private data of the companies which were hacked by
DoppelPaymer. This companies decided to keep the leakage secret. And now
their time to pay is over.
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Welcome

GDPR and data breaches

GDPR scan

Zero trust

Questions

Alle rechten voorbehouden.
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GDPR and dat_
breaches

Art. 33 — 34 GDPR (notification data breaches) Publication: 2016

Guidelines EDPB, WP250 October 2017

Examples regarding Data Breach Notification, _
EDPB Guidelines 01/2021 Januari, 2021

m © 2021 KPMG Advisory N.V., a Dutch limited liability company and a member firm of the KPMG global organization of independent member firms affiliated with KPMG International Limited, a private English company limited by guaran tee.
All rights reserved.
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The Basics e

Guidelines EDPB, WP250

Definition of a data breach:

“a breach of security leading to the accidental
or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data
transmitted, stored or otherwise processed”

m © 2021 KPMG Advisory N.V., a Dutch limited liability company and a member firm of the KPMG global organization of independent member firms affiliated with KPMG International Limited, a private English company limited by guarantee. _
All rights reserved.
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ty p e S Guidelines EDPB, WP250

Where there is an accidental or unauthorised loss of access to, or

destruction of, personal data.

Integrity Where there is an unauthorised or accidental alteration of
personal data.

Confidentiality Where there is an unauthorised or accidental disclosure of, or
access to, personal data.

m © 2021 KPMG Advisory N.V., a Dutch limited liability company and a member firm of the KPMG global organization of independent member firms affiliated with KPMG International Limited, a private English company limited by guarantee. _
All rights reserved.
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Example case —

|
Ransomware

« Large international organisation
e Scattered IT landscape

* Servers in more than 50 countries

m © 2021 KPMG Advisory N.V., a Dutch limited liability company and a member firm of the KPMG global organization of independent member firms affiliated with KPMG International Limited, a private English company limited by guarantee.
All rights reserved.

Document Classification: KPMG Confidential



NOtificatiOn e

Guidelines EDPB, WP250

Notification to the supervisory authority

“In the case of a personal data breach, the controller shall without undue delay and, where
feasible, not later than 72 hours after having become aware of it, notify the personal data breach
to the supervisory authority competent in accordance with Article 55, unless the personal data
breach is unlikely to result in a risk to the rights and freedoms of natural persons. Where the
notification to the supervisory authority is not made within 72 hours, it shall be accompanied by

reasons for the delay.”

m © 2021 KPMG Advisory N.V., a Dutch limited liability company and a member firm of the KPMG global organization of independent member firms affiliated with KPMG International Limited, a private English company limited by guaran tee.
All rights reserved.
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Process e

. _ Reevaluate the risk of a Consider regulatory
Obtain insight in the data breach and the requirements for
natu_re,_ size a_md pe_rlod of implications of the reporting and
the incident, including obtained insights. notification

GDPR relevant domains.

!
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Identify duration, extent Evaluate recovery and
and probability of data Improvement measures.
exfiltration through

forensic investigation.
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Example C S O

Phishing

 An employee received PDF link
« Entered the credentials into a fake Microsoft login screen
« MFA was on the roadmap to be implemented for O365

« Two days later a phishing e-mail was sent from the account to
1,500 contacts within and outside the organization

m © 2021 KPMG Advisory N.V., a Dutch limited liability company and a member firm of the KPMG global organization of independent member firms affiliated with KPMG International Limited, a private English company limited by guarantee.
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PR scan

y tht

: Assess personal Connecting data
Scoping data o Report results
data indicators sources
© 2021 KPMG Advisory N.V., a Dutch limited liability company and a member firm of the KPMG global organization of independent member firms affiliated with KPMG International Limited, a private English company limited by guarantee.
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Zero trust

Zero Trust perimeter
defense approach focuses
on data protection

NO IMPLICIT TRUST!

NEVER TRUST, ALWAYS VERIFY!

Source: NIST National Cybersecurity Center of Excellence
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