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Examples of searching and assessing information on relevance '-AEl

The Russian Laundromat

Thisairplaneis | e, \*‘, = How was over $20 billion laundered out of Russia over the
es'Qned by " : course of four years? Read the full story of the Russian

lowns, whointurn
re supervised by

Laundromat.

State Dept. Inquiry Into Clinton Emails

Hackers Publish First 169 Finds No Deliberate Mishandling of
Trump ‘Dirty Laundry’ Emails Classified Information

After BEing Branded CYbe]‘_' — The report appears to bookend a controversy that dogged Mrs.
T err O]Ti St S Clinton’s 2016 presidential campaign.

Intégis)



]
Investigation principles LAB

The Royal Netherlands Institute of Chartered Accountants (NBA) / Koninklijke
Nederlandse Beroepsorganisatie van Accountants

Code of Conduct on Behavioral and Professional Regulations for Auditors (VGBA) /
Verordening gedrags- en beroepsregels accountants

License from the Ministery of Justice and Security based on the Private Security
Organizations and Investigation Agencies Act (WPBR) / POB-vergunning op
basis van de Wet particuliere beveiligingsorganisaties en recherchebureaus
(WPBR) Privacy code / Privacygedragscode WPBR
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Investigation principles LAB

- ECHR Barbulescu v Romania (5 September 2017)

- Employers should ensure there are adequate safeguards against abuse of the right to
respect for private life and correspondence
* Guidelines:

- The employees must be notified, clearly and in advance, of the possibility that the
employer might take measures to monitor their communications;

« The extent of the monitoring and the degree of intrusion into the employee's privacy are
relevant factors in assessing whether a fair balance has been struck;

- The employer must provide legitimate reasons to justify the monitoring;

- The employer must consider whether it is possible to establish a monitoring system based
on less intrusive methods and measures;

« Further relevant factors are the consequences of the monitoring for the employees
subjected to it, and the use made by the employer of the results of the monitoring
operation.
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Investigation principles LAB

- Sector standard for e-discovery in investigations:

« Only permitted if commissioned by the person / organization entitled to the
communication network (usually the client);

- Only permitted in case of suspected misuse of the company network or in case of
suspicious reprehensible activity and criminal violations;

- If there are less intrusive investigative possibilities to uncover the reprehensible
and/or criminal conduct(s) or to gather evidence, these should be applied;

 The investigation takes place as specifically as possible;
 The period of the investigation is limited.
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Legal Defensibility LAB

When using technology in the legal domain, it is important to take the following
requirements in account:

= Applicable legislation: which legal framework(s) apply? Are there any contradictions? Can
technology address these?

= Ethical standards.
= Solid quality control on all automatic and manual actions.

= Understand where there is a risk for bias. Explain and document how this can be
prevented.

= Transparency of technology: you need to be able to explain it, also to laymen.
= Robustness of technology: what happens with faulty or noisy input data?

= Reproducibility of technology. Using the same algorithm on the same data should get you
the same results, also at a [ater moment in time

= Documentation: Chain of Custody en Audit Trails (who did what when, inclusion-,
exclusion- and error reports)

= Safeguarding forensic integrity of the data and the process

SLIDE/ 8
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ZyLAB One Software as a Service

Norway West
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https://www.tweedekamer.nl/kamerstukken/brieven_regering/detail?id=2019Z13829&did=2019D28465

ZY
ISO/IEC 27001 & SOCII type 1 & 2 Certified Statement LAB

/ZyLAB has developed and maintained an Information Security Policy which has been in N
operation since 2008.

Since 2017, The ZyLAB policies, procedures and way of working have been formalized
according to the ISO/IEC 27000 series and is certified since September 2018.

Since May 2020 — ZyLAB is certified within the SOCII type 1 & 2 certification program

1ISO 27001 CERTIFICATION PROCESS

RED = certification body

DA L 1T STAGE 2 AUDIT ON-GOING AUDITS
Check of all documentation to confirm that all Confirmation of implementation of ISMS, including:
) . 6- or 12-monthly checks to ensure ISMS
Management System elements completed. Understand - Interviews with senior management

how prepared you are for the Stage 2, and whether - review of internal audits and audit trails effectively operated and maintained,

you understand the requirements of the standard. - Management Review withiedidence of continual improvement.
Confirm the scope of certification, and ensure plans in - compliance with legal duties
place for full implementation of your ISMS. - check an controls
Plan programme for Stage 2 - KPIs

- staff awareness and competency

Plan programme for on-going visits

PREPARATION & ISMS MAINTENANCE
DOCUMENTATlON ISMS IMPLEMENTATION AND IMPROVEMENT
Implement ISMS ensuring integration Ensure all controls implemented Ensure all controls continue to be implemented
with existing Management Systems, Complete internal audit, including audit of all Maintain risk-based internal audit programme,
processes and culture. ldentify controls. Complete Management Review. including audit of all cuntrolst
interested parties and applicable legislation; Maintain and review KPIs and Corrective Actions.

Complete Management Reviews.
Maintain and review KPls and Corrective Actions.
Maintain Continual Improvement

complete risk assessment Maintain Continual Improvement
complete risk treatment plan;

develop Statement of Applicability.
Identify accredited certification body
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Facets in Zylab LAB

» Custodian

* Source

* File Type

- Email Recipients Domain
- Email Senders Domain

- Email Send Year

- Email Send Month
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Reviewing documents LAB

* Tagging
 Relevant / Not Relevant
- Potentially Relevant

» Technical Issue

* Properties
- Information on source metadata
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Crafting Queries LAB

- Crafting Queries by using boolean and other operators like:
 AND
- OR
- AND NOT

o

o X

- W/2
- 1 of {queryl, query2, query3}
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Regulatory requests LAB

Overwegende, dat het in het belang van het onderzoek is dat van bovengenoemde
(rechts)persoon,

van wie redelijkerwijs kan worden vermoed dat deze toegang heeft tot bepaalde
opgeslagen en/of vastgelegde gegevens, te weten,

- het volledige dossier van Q@@ B.V.;

- de algemene voorwaarden waar (@@ B.V. mee akkoord is gegaan;

- de versie(s) van de handleiding(en) "H."™ die aan @@@ B.V. zijn verstrekt;

- meldingen en/of klachten die Stichting S heeft ontvangen over @@E B.V.

- alle onderliggende stukken (inclusief berekeningen) waarop Stichting S haar
beslissing heeft genomen om het *** Reurmerk van €f@ B.V. in te trekken;

- alle correspondentie tussen Stichting S en (@@ B.V. en haar bestuurder
[Y] B.V. en [2Z] (bestuurder [Y]B.V.);

- alle (overige) informatie waar Stichting £ over beschikt met betrekking tot
@EE B.V. en haar bestuurder [ Y] .B.V. en [2]) (bestuurder [Y]B.V.),

te verstrekken over de periode van ¢
Ee-@g-2021

[~

~@2-2016 (datum oprichting) tot enmet

wordt gevorderd deze gegevens te verstrekken;

Intégis)



]
Search results LAB

1.201

2193

298

- * Scoping the investigation data
577 .

176 e

e e R 27 ‘emailsenttime>20160101 and
% omaienttime<20210101

112

E-mail recipient domain = @@@groep.nl 151
E-mail recipient domain = @@@-bv.nl 55
E-mail recipient domain = @@@online.nl 9

E-mail recipient domain = @@@groep-bv.nl 3
E-mail sender domain = @@@groep.nl 109

a4 .
E-mail sender domain = @@@-tc.nl 18 In te gl S }



7]
Sorting the search term results LAB

* Name

» Custodian

- Review Status

* Email Sent Time
* Email From

- Email To

» Single Recipient
- Email BCC
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