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Investigations Golden W’s

▪ We need to specify the correct questions that will help us gather the correct 
data.

• What happened?

• Who is involved?

• When did it happen?

• Where did it happen?

• With what means or methods?

• Why did it happen?

▪ These are all questions that an investigator will ask themselves when 
investigating crime. How can technology help answer these questions.



How technology assists in investigations
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Data processing
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Investigations Golden W’s and how technology can solve them

▪ We need to specify the correct questions that will help us gather the correct 
data.

• What happened?

• Who is involved? _persons_ _organizations_

• When did it happen? _times_ _dates_

• Where did it happen? _localities_ 

• With what means or methods? _currency_ _financial information_

• Why did it happen? _sentiment_

▪ These are all questions that an investigator will ask themselves when 
investigating crime. How can technology help answer these questions.



What techniques are being used…

Search Pattern Recognition Text-Mining



pros and cons…

Search

▪ NEED TO KNOW what you are looking for 
▪ “out of vocabulary words” will be missed (low recall)
▪ A lot of noise is generated (low precision)

Pattern Recognition ([0-9]{3}-[0-9]{2}-[0-9]{4})

▪ (High recall)
▪ Hardly any noise is generated (high precision)

Text-Mining

▪ NO NEED TO KNOW what you are looking for
▪ “out of vocabulary words” will automatically be found (high recall)
▪ No noise is generated (high precision)



Insights
Automated Entity extraction



Entity extraction & conceptual searching



Insights as 
starting point for 
Data Analysis



Docs.zylab.com
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Using Insights for Data Analysis

▪ Determine your Investigation Topics
▪ Patterns

▪ Queries

▪ Regex

▪ Entity detection

▪ Entity Search

▪ All of above combined

▪ Data Analysis (Statistics)
▪ What is happening and how often

▪ Which persons are involved and at what level

▪ Example: Communication Analysis
▪ Who is talking to Whom about what?
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Data Analysis: Communication*

Communication Analysis

Sum of Documents Column Labels

Board General Management Local Management Department A Grand Total

Row Labels

One-to-one Person A 12597 26559 2781 1682 43619

One-to-many Person A 15001 63493 15114 4275 97883

One-to-one Person B 171 8864 247 291 9573

One-to-many Person B 763 25757 1035 1204 28759

Grand Total 28532 124673 19177 7452 179834
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Investigation focus: 2 persons and the internal email communication 



Data Analysis: Communication*
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Communication Analysis
Sum of Documents Column Labels

Board General Management Local Management Department A Grand Total

Row Labels

One-to-one Person A 12597 26559 2781 1682 43619

HRM 1006 1478 129 69 2682

Communication 3067 4267 774 186 8294

Services 1372 3076 285 195 4928

Fraud 310 385 37 36 768

Organization 3462 6378 920 492 11252

Finance 3380 10975 636 704 15695

One-to-many Person A 15001 63493 15114 4275 97883

One-to-one Person B 171 8864 247 291 9573

One-to-many Person B 763 25757 1035 1204 28759

Grand Total 28532 124673 19177 7452 179834

What topics can be identified in the email communication?



Data Analysis: Communication*
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Communication Analysis
Sum of Documents Column Labels

Board Board Total General Management Local Management Department A Grand Total

Person C Person G Person L Person M

Row Labels

One-to-one Person A 10093 1213 683 608 12597 26559 2781 1682 43619

HRM 786 141 40 39 1006 1478 129 69 2682

Communication 2403 320 237 107 3067 4267 774 186 8294

Services 1079 109 72 112 1372 3076 285 195 4928

Fraud 263 10 19 18 310 385 37 36 768

Organization 2750 333 219 160 3462 6378 920 492 11252

Finance 2812 300 96 172 3380 10975 636 704 15695

One-to-many Person A 7777 3370 1607 2247 15001 63493 15114 4275 97883

One-to-one Person B 3 141 15 12 171 8864 247 291 9573

One-to-many Person B 12 602 92 57 763 25757 1035 1204 28759

Grand Total 17885 5326 2397 2924 28532 124673 19177 7452 179834

What topics have been discussed 1-1 to whom? 

Which persons should be interviewed and about what? 



For more information:

Docs.zylab.com

ZyLAB One What’s new, Use cases 
and documentation



Q&A
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Thank you
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