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Examples of searching and assessing information on relevance



Investigation principles

• The Royal Netherlands Institute of Chartered Accountants (NBA)  / Koninklijke 

Nederlandse Beroepsorganisatie van Accountants
• Code of Conduct on Behavioral and Professional Regulations for Auditors (VGBA) / 

Verordening gedrags- en beroepsregels accountants

• License from the Ministery of Justice and Security based on the Private Security 
Organizations and Investigation Agencies Act (WPBR) / POB-vergunning op 

basis van de Wet particuliere beveiligingsorganisaties en recherchebureaus 
(WPBR) Privacy code / Privacygedragscode WPBR
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Investigation principles

• ECHR Bărbulescu v Romania (5 September 2017)
• Employers should ensure there are adequate safeguards against abuse of the right to 

respect for private life and correspondence

• Guidelines:
• The employees must be notified, clearly and in advance, of the possibility that the 

employer might take measures to monitor their communications;

• The extent of the monitoring and the degree of intrusion into the employee's privacy are 
relevant factors in assessing whether a fair balance has been struck;

• The employer must provide legitimate reasons to justify the monitoring;

• The employer must consider whether it is possible to establish a monitoring system based 
on less intrusive methods and measures;

• Further relevant factors are the consequences of the monitoring for the employees 
subjected to it, and the use made by the employer of the results of the monitoring 
operation.
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Investigation principles

• Sector standard for e-discovery in investigations:
• Only permitted if commissioned by the person / organization entitled to the

communication network (usually the client); 

• Only permitted in case of suspected misuse of the company network or in case of 
suspicious reprehensible activity and criminal violations; 

• If there are less intrusive investigative possibilities to uncover the reprehensible
and/or criminal conduct(s) or to gather evidence, these should be applied; 

• The investigation takes place as specifically as possible; 

• The period of the investigation is limited. 
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When using technology in the legal domain, it is important to take the following 
requirements in account:

▪ Applicable legislation: which legal framework(s) apply? Are there any contradictions? Can 
technology address these?

▪ Ethical standards.

▪ Solid quality control on all automatic and manual actions.

▪ Understand where there is a risk for bias. Explain and document how this can be 
prevented.

▪ Transparency of technology: you need to be able to explain it, also to laymen.

▪ Robustness of technology: what happens with faulty or noisy input data? 

▪ Reproducibility of technology. Using the same algorithm on the same data should get you 
the same results, also at a later moment in time

▪ Documentation: Chain of Custody en Audit Trails (who did what when, inclusion-, 
exclusion- and error reports)

▪ Safeguarding forensic integrity of the data and the process
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Legal Defensibility



ZYLAB ONE 
Investigations 
Technology
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ZyLAB One Software as a Service

https://www.tweedekamer.nl/kamerstukken/brieven_regering/detail?id=2019Z13829&did=2019D28465


ISO/IEC 27001 & SOCII type 1 & 2 Certified Statement

ZyLAB has developed and maintained an Information Security Policy which has been in 
operation since 2008. 
Since 2017, The ZyLAB policies, procedures and way of working have been formalized 
according to the ISO/IEC 27000 series and is certified since September 2018. 

Since May 2020 – ZyLAB is certified within the SOCII type 1 & 2 certification program
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Data processing



Facets in Zylab

• Custodian

• Source

• File Type

• Email Recipients Domain

• Email Senders Domain

• Email Send Year

• Email Send Month
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Reviewing documents

• Tagging

• Relevant / Not Relevant

• Potentially Relevant

• Technical Issue

• Properties

• Information on source metadata
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Crafting Queries

• Crafting Queries by using boolean and other operators like:

• AND

• OR

• AND NOT

• ~

• *

• W/2

• 1 of {query1, query2, query3} 

8-10-2021 15



Regulatory requests
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Search results
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Query* Results

@@@ 1.201

@@@~1 2.193

@@@ and keurmerk~1 298

@@@ and (melding or klacht) 303

@@@ and (melding* or klacht*) 577

@@@ and audit* 176

@@@ and inspectie* or *rapport 127

Naam bestuurder Y 104

Naam Bestuurder Y~1 112

E-mail recipient domain = @@@groep.nl 151

E-mail recipient domain = @@@-bv.nl 55

E-mail recipient domain = @@@online.nl 9

E-mail recipient domain = @@@groep-bv.nl 3

E-mail sender domain = @@@groep.nl 109

E-mail sender domain = @@@-tc.nl 18

* Scoping the investigation data 
set:

‘emailsenttime>20160101 and
emailsenttime<20210101’.



Sorting the search term results

• Name

• Custodian

• Review Status 

• Email Sent Time

• Email From

• Email To

• Single Recipient

• Email BCC
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Q&A
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Thank you
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