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Introduction

As a pioneer in biometric identity management, ImageWare understands the critical
importance of the security, integrity, and availability of our identity authentication
services. ImageWare Authenticate was built specifically to protect our customers’ data
while ensuring the privacy of their customers.
With the movement of staff from secure offices to home or other unsecured remote
locations, the need to protect company assets has never been more urgent. This is why
ImageWare chose AWS, the largest hyperscale Cloud provider, to host our Cloud-based
services. Their infrastructure was purposely designed to deliver better security than
traditional on-premises solutions. Both ImageWare and AWS make security a priority
when protecting our own operations as well as those of the customers we serve.
Security and data protection are central to our design criteria. We use a comprehensive
approach to security to ensure customer data is always safe and secure. Because security
and privacy are moving targets, we aggressively monitor emerging threats and adopt the
latest standards and best practices to address them.
Security isn’t limited to our products and the hosted environments we use, but is ingrained
in our organizational structure, including hiring practices and staff training. Privacy and
security are central to our everyday operations, from addressing threats and vulnerabilities,
to disaster planning, and how we handle our customers’ data.
This whitepaper outlines the security measures we apply to our ImageWare Authenticate
solution and is current as of February 2021. Security policies and practices may change
in the future as we practice continuous improvement to safeguard our customers’ data.
This paper outlines our approach to security, including details on our technical and
organizational practices as well as how our solution can help organizations achieve
compliance with both government and industry regulations.
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ImageWare® Authenticate
Security Breach Impact
Data breaches are expensive, costing small businesses an average of $3.9 million and
publicly traded companies $116 million per breach.1

1. Phishing

30% of phishing emails make it past default security
.

2

2. Stolen Credentials

$4.77M is the average cost of a data breach due to

compromised credentials. 3

3. Brute Force Attack

80% of all data breaches are the result of stolen credentials

or brute force attacks. 4

But passwords are a part of the problem and two-factor authentication isn’t the answer.

Single-Factor
Authentication

Biometric
Authentication

Something You know

•

•

Usernames and
passwords can be
forgotten, misplaced or
stolen
Easily hacked

Something You know,
have, plus who
something youh
you are

•
•
•
•

Face, palm print, and voice
are unique to each person
Cannot be lost, stolen, or
forgotten
Difficult to spoof
Works across devices

1. https://enterprise.verizon.com/resources/reports/
2. https://www.avanan.com/blog/what-is-a-phishing-scam#:~:text=Phishing%20scams%20are%20so%20prevalent,in%20
system%20to%20attack%20
3. https://www.ibm.com/security/digital-assets/cost-data-breach-report/#/
4. https://www.zdnet.com/article/ten-disturbing-coronavirus-related-cybercrime-statistics-to-keep-you-awake-tonight/

SMS OTP
Authentication
Something You know,
have
plus something youh

•
•

Tokens, smart cards,
and mobile devices can
be lost or stolen
Can be counterfeited
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ImageWare Authenticate Solution
Leveraging our award-winning biometric and anti-spoofing technologies, ImageWare
Authenticate ensures the right people access the right resources and prevents fraudulent
attackers from accessing systems and data through nefarious means. With our biometric
MFA, we can prevent stolen credentials and phished information from being used to
fraudulently access company systems.

Everyone is unique, each of us are our own secure password.

01

.
Liveness can’t be copied, replayed, or stored for later use.

02

.

03

You can’t misplace or forget your biometric identity

04

Enroll once and use across all your devices.

Presentation attack detection prevents authentication using
photographs, videos, and face masks.

05

With ImageWare Authenticate, users will receive push notifications or alerts on the
ImageWare Authenticator mobile app, prompting a seamless, secure identity confirmation:
•

Leveraging an advanced AI neural network and ongoing machine learning, ImageWare’s
Biointellic technology confirms liveness and rules out the possibilities of deep fakes
and bad actors.

•

Once an individual is verified, the ImageWare Authenticate Platform matches users
against their enrolled biometrics and authentication is complete.

How it Works

Receive Verification

Initiate Biometric

Assure Liveness

Return Verification

Request

MFA

Biometric Engine

Request
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Application Security
ImageWare Authenticate is a biometrics-based multi factor authentication (MFA) solution,
bringing together cloud services and mobile technologies to offer MFA for enterprise
deployments.

Application Architecture
ImageWare Authenticate uses a Hybrid Cloud architecture, consisting of client and
Cloud-based or on-premises components. These components are separated in logical
segments, including authenticator client apps, the authentication business logic, biometric
matching services, and data storage. Each service is secured by independent network and
authentication policies, as illustrated in Figure 1.

CLIENT APPLICA
TIONS
ImageW are Authenticator
iOS/Android Mobile App

User
Manager

Biointellic
Anti - Spoof

Administrative
Web Portal

Authenticate
GMI Server

Biometric
Engine

Self -Service
Web Portal

Self -Service
Portal

OIDC
Secured App

OIDC

SAML

IMAGEWARE
AUTHENTICATE
Cloud-Based or
On-Premises

PUSH
Alert/Email

iOS/Android
Alert

SAML
Secured App

Email
(SMTP)
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The security architecture of the Identity Platform protects data with:
•

•

•

•

User Authentication Requests:
•

Authentication requirements for all endpoints handling sensitive data

•

HTTPS/TLS for all authentication transactions

Access to Services and API Authorization:
•

Role-based authorization for access control to ensure data can only be
accessed by approved users based on their role

•

Principle of least privilege to ensure only those who need it are granted
access to data

•

Encrypted data at rest in the cloud and locally secured on mobile devices

•

Encrypted data in transit using HTTPS/TLS

Data:

Tenant Data:
•

Fully segregated tenant data that is never shared between tenants

•

Measures to ensure data created by or associated with a tenant is only
accessible by that tenant

•

Storage of Personally identifiable information (PII), such as validation
documents and biometric information, according to best practices and legal
requirements, which is securely deleted upon request

Secure Development
ImageWare uses a fully defined, implemented, and verified set of policies and procedures
for software development, including:
•

Code review and testing of all new code check-ins

•

Industry best practices for managing sensitive data, including encryption and secure
storage to protect credentials, access, and tokens

•

Defined roles and permissions for each group of software engineers with tight, rolebased access

•

Tools and procedures to ensure our code and libraries remain current to avoid security
vulnerabilities

•

Vigilant monitoring of threats and rapid applying of software and system patches to
counter these threats

7
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Testing
ImageWare takes a layered approach to testing our solutions. Software engineers develop
unit and integration tests in parallel with changes to the base code. Then, with a combination
of automated tests and quality assurance checks, our software development team tests all
new functionality along with full regression testing before releasing any software.
•

To ensure both the quality and security of our solutions, ImageWare:

•

Performs automated unit and integration testing to ensure reliability across our
solutions

•

Uses isolated and secure environments for code testing and quality assurance process

•

Hardens all systems and environments

•

Employs our own proven biometric MFA for access to development systems and tools

Build Processes
Rigorous quality control standards prevent code from being released into any environment
before thorough quality assurance checks, including unit and integration testing with
minimum pass/fail requirements.
We also scan for vulnerabilities with a combination of commercially available and purposebuilt tools, automated and manual quality assurance processes, and security reviews and
audits. The team logs, prioritizes, and tracks all identified vulnerabilities according to our
documented process.
An Incident Manager is assigned to every identified vulnerability and will oversee and
manage the issue, including regular reporting on status and metrics. The Incident Manager
can be assigned from any organization within ImageWare and will be the most appropriate
resource to handle the issue. The Incident Manager will track the issue with regular follow
up until it is remediated.

Software Deployment and Upgrade Procedure
ImageWare uses documented procedures for deploying new and upgraded code of our
commercial software products. These procedures follow a standard, secure development
and quality assurance process to ensure all changes are fully reviewed and tested. These
procedures also ensure that end users don’t experience any service interruption when we
deploy new code. On the off chance that a critical error makes its way into the production
environment, we can easily roll back to the previous, stable version. Similarly, upgrades
and system maintenance do not require scheduled downtime. Our high-availability design
allows ImageWare to achieve 99.9% uptime for our ImageWare Authenticate solution.
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Data Security
All customer data is encrypted in transit and at rest for safety, security, and privacy.

Data in Transit
All communications between our applications, APIs, and ImageWare Authenticate
services use HTTPS/TLS. These protocols create a safe and secure conduit for transmitting
sensitive information, such as biometrics, identity documentation, and other credentials.
Onboarding data is encrypted separately as part of the API submission, and each tenant
has their own independent encryption keys for this function.

Data at Rest
All data at rest is encrypted using strong 256-bit AES. ImageWare uses the Amazon Web
Services (AWS) platform for our hosted solution, which allows us to take advantage of a
variety of at-rest storage protections. All stored data, including databases, is fully redundant
across multiple availability zones and regions, and is backed up daily.
We do not store any raw biometric data; instead we convert voice, face, fingerprint, palm
print, and iris samples to biometric templates. Biometric algorithms use the raw biometric
samples to identify key characteristics of the sample and use those characteristics to create
a biometric template. Because biometric algorithms only use these key characteristics to
create biometric templates, templates cannot be converted back into raw biometrics. Like
all data within our solution, biometric templates are encrypted, and once the biometric
template is created, the raw biometric sample is discarded.

Malware Prevention
ImageWare takes a proactive approach to detect, prevent, and eradicate malware and
viruses with manual and automated scanning tools, antivirus signatures, and other
network security measures.

Identity Authentication
ImageWare uses our own ImageWare Authenticate to control access to our services.
By using ImageWare Authenticate in conjunction with role-based access, ImageWare
biometrically validates the individuals accessing our services and provides assurance
that the proper individuals are accessing the correct data. ImageWare Authenticate
provides secure in-Cloud matching without storing raw biometric data to protect users’
identities. The solution creates biometric profiles (templates) using key features of the raw
biometrics data. This biometric data is destroyed once the templates are created. Because
these templates use key features, and not the raw biometric data, they cannot be reverseengineered and are encrypted both in transit and at rest.
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Role-Based Access
As mentioned above, our software uses a principle of least access based on the user’s needs,
granted based on user role, and biometrically authenticated. During authentication, the
user is granted temporary encrypted security tokens according to their login role, which
limits access only to the services and data absolutely necessary to perform their job
functions. We regularly review our access policies and authorization roles to ensure all
data is strongly protected at all times and that only appropriate, authenticated end users

System Administration
The ImageWare Authenticate self-service portal provides access to the tools needed by our
customers to securely manage their ImageWare Authenticate solution. Our access control
allows system administrators to:
•

Add single, nested, or a choice of modes for MFA

•

Customize user alerts with company logo and approved colors

•

Create OIDC and SAML connectors for existing business applications, IAM, or SSO

•

Add, remove, and view users

•

Grant and revoke tenant admin privileges
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Operational and Network Security
ImageWare specifically designed the operational and network environment to protect data
from being tampered with or stolen.

User Authentication and Account Management
Each staff member with system access, including development, production, quality control,
testing, and training systems, are governed by our strict access security policy, using our
own ImageWare Authenticate MFA. Any staff with access to our AWS cloud SaaS is only
granted the least access necessary for their role.

Production System Access
Only authorized ImageWare staff are granted access to our production systems. Access is
strictly enforced based on user and role.

Network Segmentation
ImageWare Authenticate was designed with strict segmentation between environments
(development, quality, testing, training, and production). ImageWare follows best practices
for network isolation, with virtual private clouds and separate public and private subnets.
The solution includes redundant, high-performance, scalable services with failover for
high availability. Using automated monitoring tools, our services scale based on activity
and automatically restore services when a fault is detected.

System Monitoring
We use multiple layers of system monitoring tools that alert us to issues with our solutions.
All major or critical issues are automatically sent to our 24x7x365 GMI team with established
escalation procedures to ensure a rapid response. We supplement these monitoring tools
with system logs to identify unusual behavior. If an unknown threat is detected, our team
will escalate it to our incident management team for investigation.

Incident Management
ImageWare’s incident management process addresses security threats that may affect
the privacy, security, integrity, or availability of our solutions. If an incident occurs, the
team will log and prioritize the issue according to its severity. Our defined process includes
specific courses of action, notification procedures, mitigation strategies, and escalation
procedures. If an incident involves customer data, ImageWare will notify the customer and
support all investigative efforts.

11
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Physical Security
We keep policies and procedures for physical security of our corporate offices up to date,
including staff and visitor access, which are reviewed annually and verified as part of our
SOC-2 Type 1 Initial Assessment and on-going SOC-2 Type 2 Audits, including:
•

Physical security of our corporate offices covering processes for managing access by
staff and visitors

•

Iris biometrics for secure access to our corporate headquarters’ office suite along with
access cards for entry into the building and elevators outside of normal business hours

Data center services, provided by AWS, are secured according to their shared security
model. This means that AWS is responsible for securing the underlying infrastructure that
supports our platform, including facilities, network, hardware, and operational software.
The AWS infrastructure was designed with security best practices and standards in mind,
including SOC 1, 2 and 3, PCI DSS level 1, and ISO 27001. Amazon’s AWS security policies can
be found at: https://aws.amazon.com/architecture/security-identity-compliance/?cardsall.sort-by=item.additionalFields.sortDate&cards-all.sort-order=desc
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Regulatory Compliance
Our customers have a variety of regulatory compliance needs and operate across
regulated industries, including finance, government, and health care. Our solutions help
our customers comply with these regulations while providing the utmost in security and
identity assurance.
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Corporate Commitment to Privacy
and Security
Privacy and respect for personal and confidential information are essential to the services
ImageWare offers and therefore drive our corporate culture and everything we do. This
includes:
•

ImageWare software applications

•

The Identity Platform infrastructure

•

Human resources processes for hiring, onboarding, and training employees

•

Policies for engaging with partners and third-party suppliers

•

Managing customer data

Our entire organization is responsible for securing our customers’ data, and every employee
is given the authority to proactively ensure all security, operational, and engineering
practices are rigorously followed.
With two decades of experience at Qualcomm, ImageWare’s Vice President of Engineering,
Sudheer Koganti, states, “ImageWare is committed to data security and user privacy,
designing our products and solutions from the ground up with these key design principles.
ImageWare has over twenty-five years of experience providing security solutions to the U.S.
federal government, who have the most demanding security requirements in the world.”

Employee Background Checks
Before joining ImageWare, all prospective employees undergo a background check to
verify education, previous employment, and other relevant information. Depending on the
position and need to access sensitive data, additional criminal, credit, and security checks
may be conducted, subject to applicable laws.

Security Awareness Training
ImageWare follows documented personnel security practices. New employees are required
to read and formally acknowledge:
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•

Data Security Policy, outlining our access policies and procedures for facilities, systems,
and data

•

Code of Conduct, detailing our commitment to securing customer data

•

Non-Disclosure and Inventions Agreement, outlining policies prohibiting the disclosure
of both internal and customer information

Security and Privacy Policies
ImageWare regularly communicates security and data privacy awareness across our
team. Because security and privacy threats are constantly evolving, we are dedicated to
remaining on top of them. Security and privacy professionals within our engineering
organization are responsible for maintaining and enforcing ImageWare’s security policy,
developing new processes as needed, and updating our security infrastructure to address
emerging threats.
The security team uses custom and commercial tools, internal tests, and quality assurance
measures to secure customer information. This team provides input and reviews Information
Security Plans during the project planning phase on contracts. Within the engineering
organization, they develop product security standards, make recommendations to the
development team, and research and implement security across products and services.
Documented access security policies cover ImageWare staff, customers, and partners,
including:
•

Remote access practices, requiring biometric multi-factor authentication and IP based
allow-lists

•

User provisioning to ensure all users are trained on the system and their role in keeping
it secure

•

Defined user access practices following a principle of least privilege

•

User access reviews to ensure users who no longer need access are removed in a timely
manner

Privacy and Trust
Following the principle of least privilege, our staff adhere to segregation of duties and least
privilege—employees and users are limited to the minimum set of privileges required to
perform their required job function.
These policies extend to partners and third-party contractors who require access. All third
parties must certify that their own privacy and security policies are at least as strict as
ImageWare’s before they are provided access.
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Conclusion
ImageWare takes the protection of our customers’ data seriously, and makes it a priority
in the design of our systems, infrastructure, and hiring practices. We believe ImageWare
offers security and privacy that few of our competitors can match. Because protecting data
is at the core of everything we do, our R&D investment ensures continuous improvement
in resources and technology to offer our customers confidence that their data is secure.
With our solutions, customers own their data and have sole control over it.
For these reasons and more, ImageWare manages millions of identities every day and are
trusted by organizations and agencies, large and small, to process and protect their most
valuable asset—their data.

The biometrics first identity company
(858) 673-8600

www.iwsinc.com

