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Introduction to Stratodesk

Stratodesk, the leading global innovator in EUC management and OS software, is redefining
endpoint computing by delivering a single endpoint solution for VDI, DaaS and loT markets.
Today’s enterprises are moving beyond traditional desktops towards smart workplaces
where the diverse network of endpoint devices will create interoperability and compatibility
issues without a single unified endpoint solution.

Stratodesk’s cutting edge Linux-based endpoint OS and management suite, NoTouch, is a
next generation, hardware-agnostic solution that enables companies to cost-effectively
manage their endpoints. Our solution works seamlessly across x86, x64 and ARM based
hardware products (including Raspberry Pi) to provide a unified platform for your endpoints.
It also increases endpoint security, simplifies user experience and allows customers to
maximize the benefits of existing desktop hardware (Laptops, Thin Clients, PCs and ARM
devices) through PC Repurposing.
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Stratodesk NoTouch Center Introduction

The Stratodesk Virtual Appliance is a 64bit Linux-based Virtual Appliance (VA) and is
intended to be run on a virtualization platform (hypervisor), not on bare metal. The
Stratodesk Virtual Appliance has been tested on various platforms, such as VMware ESXi,
Citrix Hypervisor, Nutanix AHV, Microsoft Hyper-V, Microsoft Azure, VMware Workstation,
VMware Player, VMware Fusion, Parallels Desktop and VirtualBox. You need a 64-bit system
to run the Stratodesk Virtual Appliance

It contains an installation of NoTouch Center and a PXE network boot environment to boot
up diskless machines into NoTouch OS plus an easy-to-use web-based administration
interface to perform tasks such as updating or backing up the Virtual Appliance. For best
performance either Google Chrome or Firefox is recommended.

The Stratodesk VA can be downloaded from our customer portal. The setup of the VA is very
easy. You download it, you import it into your hypervisor, you boot it, set a password and an
IP address. From then on, it is running, can be used and administered with your browser.

Stratodesk Virtual Appliance Prerequisites

The VA is pre configured so that it meets the minimum requirements - if you chose to
modify, please do not go below these settings, especially make sure that the VA has at least
2 GB of virtual RAM. Larger installations are advised to assign at least 4 GB of RAM.
Furthermore, the Virtual Appliance will only work with one configured network interface.
Adding more virtual CPUs or CPU cores will indeed improve performance.

Deploy the Virtual Appliance
We have created detailed deployment guides for the following:

=  VMware vSphere/ESXi

= Citrix Hypervisor/XenServer
* Nutanix AHV

»  Microsoft Azure

We can also provide a vhd file for those customers using Hyper-v, and you then need to build
a virtual machine around this file based on the pre-requistes.


https://www.stratodesk.com/portal/
https://www.stratodesk.com/kb/Deploy_VA_on_VMware_vSphere/ESXi
https://www.stratodesk.com/kb/Deploy_VA_on_XenServer
https://www.stratodesk.com/how-to-import-stratodesk-virtual-appliance-into-nutanix-ahv/
https://www.stratodesk.com/kb/NoTouch_Center_on_Azure

First Time Boot

On first boot-up of the Virtual Appliance you will be asked to accept the EULA (End User
License Agreement), and you will need to accept this to proceed.

“i-1 Agree to be bound by the terms of the EULA
[Use the TAB key to navigate
Stratodesk Corp., Software End User License Agreement

CAREFULLY READ ALL TERMS AND CONDITIONS OF THIS END USER
LICENSE AGREEMENT ("LICENSE", "AGREEMENT' OR "EULA'). BY
INSTALLING OR USING STRATODESK'S SOFTHWARE, YOU ACKNOWLEDGE
THAT YOU HAWE READ THIS AGREEMENT AND UNDERSTAND IT, AND
YOU AGREE TO BE BOUND BY ITS TERMS AND CONDITIONS. IF YOU
DO WOT AGREE TO THE TERMS OF THIS AGREEMENT, CLICK CAWCEL
AND DO NOT INSTALL, COPY OR USE THE SOFTHARE IN ANY MANNER.

In this Agreement, the term "you' or "your' means you as
the natural person or the entity that is agreeing to he
bound by the terms and conditions of this Agreement.

L4 4%

Next enter your preferred administrator password and confirm this for a second time.

Master Admin Password
Set the new administrator password:

{***x***x***_

<Cancel>

Next go to the Advanced\Networking\Static and give the VA a fixed IP address, and click
apply.



Now that a default password and network settings have been configured, all further
configuration is done via the web browser.

tual Appliance (MAC addr 00:

TCMGR appliance services

Heb: https://192.168.125.237
SSHASFTP: notouchadm@l92. 168. 125.237 (port 22)

To start, point your weh browser to

https://192.168.125.237 and log in with "admin' and
your password. Please ignore the certificate warning.

Stratodesk Yirtual Appliance

https://www. stratodesk. com

Web Based Administration

The Stratodesk Virtual Appliance comes with an easy-to-use browser-based administration
interface. Simply point the browser to the Virtual Appliance - the IP address is shown in the
hypervisor console. So, for example when your IP address is 192.168.125.237, then point
your browser to https://192.168.125.237.

When making a first connection to Stratodesk Virtual Appliance, a trusted SSL certificate will
not have been installed, therefore the browser will display the usual certificate warning in
more or less dramatic fashion. This is expected. Since you just set up the other system and
most probably "own" the network, you can ignore this warning. You may of course buy a
certificate from any trusted vendor and install in the VA.



Virtual Appliance Container Administration

The first task to complete is to update NoTouch Center. To do this use the link highlighted
and enter the user ‘admin’ followed by the password you created when deploying the virtual
appliance. Please note that only the admin account can access the Virtual Appliance
Container Administration page.

< C (0 A NotSecure | 192.168.125.237/easyadmin/logon/showLogon.ac tion e E ° H

(e

stratodesk

Select language: English v

Passviord

LOGIN

Did you forget your password?

[ Virtual Appliance (Container) Administration|

The Virtual Appliance Container Administration is typically the backend and is where you can
add updates, create a backup, configure PXE, Configure the Cloud Xtension, firewall settings
& power functions. These options are navigated by the menu on the left side of the screen.

< C 0 A NotSecure | 192.168.125.237/va-admin/index.php * = * @

&-:E_—l stratodesk Stratodesk Virtual Appliance =) NOTOUCHCENTER 3 BACKUP
G mases WELCOME

Image Management

The Stratodesk Virtual Appliance is your smart endpoint computing hub.
Management

NoTouch Center is hosted on this machine, ready to run. (Started: Click to log in)

APXE boot environment is present allowing to remote-boot client machines.

Client OS images are hosted here for both NoTouch Center and the PXE boot stack.

It can run as a satellite virtual appliance without NoTouch Center simply for mirroring client OS images in a remote office.

PXE Boot Cloud Xtension: Use it as a secure gateway in your DMZ/perimeter network to connect external clients with the internal real NoTouch Center appliance.

NoTouch Center
File Store

Maintenance and Diagnostics

Overview Enjoy! This solution is designed to save you time and effort. Should you have questions, don't hesitate to contact us.
Boot Configuration

Boot Menu Editor

VA Operation
Configuration
System Information
Certificates
Firewall
System log
Updates
Maintenance
Replication
Cloud Xtension
Password

Reboot

Shutdown

Stratodesk
stratodesk.com
Knowledge Base Bin
+ Get Sunnart



To update NoTouch Center click ‘Updates’ under ‘VA Operation’ There are 3 possible updates
that can be applied.

The first is the ‘VA Update’ and typically includes security updates. These updates are free to
all customers regardless of whether an active maintenance subscription is in place or not.
Select either the ‘Check now’ feature or download the update from the Stratodesk Portal To
apply the update use the ‘Upload/update .deb package option.

The next option is ‘NoTouch Center’ updates and are only available to customers with an
active software subscription, and again are available to download from the Stratodesk Portal
This is where Stratodesk add new features or performance improvements, and therefore
more noticeable. To apply the update, use the ‘Upload/update .deb package option.

< C 0 A NotSecure | 192.168.125.237/va-admin/updates.php P *»0Q :

@] stratodesk Stratodesk Virtual Appliance =) NOTOUCHCENTER i BACKUP

Osinages UPDATES

Image Management

Virtual Appliance Software
Management

NoTouch Center The Virtual Appliance software consists of this web console as well as administration tools, all the things you would not usually find on the bare operating system.

File Store Current VA version: 1.0-642
Maintenance and Diagnostics Last checked for VA software updates: 2021-05-24 10:32:21 UTC | Check now
No updates yet received from update server. Either your system is up-to-date or we can't connect to the update server.

PXE Boot
You can also manually upload updates: Upload/update .deb package

Overview
Boot Configuration

NoTouch Center
Boot Menu Editor

VA Operation Current Center version: 4.5.3

Configuration Upload new NoTouch Center .deb packages here: Upload/update .deb package
System Information

Certificates
Operating System Update Status

Firewall
System log The underlying operating system needs to be updated frequently to keep up with important patches and security hotfixes. The system needs to have access to the Ubuntu repositories to do this for you.
Last checked for Ubuntu updates: 2021-06-17 12:34:34 UTC

Maintenance
Start update now
Replication
Cloud Xtension
Password Latest log output:
Reboot
Shutdown
Stratodesk
stratodesk.com
Knowledge Base

. Gt Sunnart

For further detailed information on configuring PXE, then we’ve created the following video
that walks through the PXE configuration in more detail.

If you wish to deploy the NoTouch Cloud Xtension the following video provides detailed
information on how to do this.



https://www.stratodesk.com/portal/
https://www.stratodesk.com/portal/
https://www.stratodesk.com/resource/notouch-os-pxe-installation-how-to-configure-and-deploy/
https://www.stratodesk.com/resource/how-to-set-up-stratodesk-cloud-xtension/

Network Considerations/Requirements

When NoTouch endpoints boot for the first time they are looking for the hostname ‘TCMGR’
which is the default hostname of the virtual appliance. To speed up this process you will
need to create a DNS ‘A’ record that can resolve the hostname ‘TCMGR’ to the IP of your
Stratodesk virtual appliance. If you are using a Windows domain then a DNS server is likely
to be in place. Creating a DNS ‘A’ record is straightforward and must be created on the DNS
forward lookup zone.

,*DNSManager
File Action View Help

e R Bz B=E § 84
2 DNS Name Type Data Timestamp
v & ch :-—_I_msdcs
v [ Férward Lookup Zones j_sites
[l _msdcs./® j_tcp

= Reverse Lockup Zones j_udp .

= Trust Points jDomalnDnsZones

| Conditional Forwarders _IForestDnsZones
E—I(same as parent folder) Start of Authority (S04) [326], i s =, host.. static
E—I(same as parent folder) Mame Server (M5) - , static
E—I(same as parent folder) Host (A) 192.168.1.10 25/01/2021 12:00:00
E—Icitrix Host (A) 192.168.0.202 static
E-lctx Haost (4) 192.168.1.11 14/05/2020 17:00:00
E—Idc Host (A) 192.168.1.10 static
E-lNTDDDDCEQECADDE Haost (4) 192.168.1.53 static
[—l rds Host (4) 182.168.1.12 15/05/2020 10:00:00
E—lstratusphere Host (A) 192.168.1.51 static

tcmgr Host (A) 192.168.1.128 staticl
wis Haost (4) 192.168.1.12 17/06/2020 08:00:00
E-lwin‘l O-vdi Host (4) 192.168.1.52 14/05/2020 16:00:00

You can test if this has been setup correctly by sending a ping request to TCMGR. If
successful, this should resolve to the correctly assigned IP address of the Stratodesk virtual
appliance.

If you are planning to either live boot or install over PXE then you will also need to create
DHCP scope options. There are only two options that need to be configured here.

Option 66 — IP address of the virtual appliance

Option 67 — Boot filename, which will either be pxelinux.0 for legacy BIOS or x64/syslinux.efi
for UEFI based systems.

¥ DHCP
File Action View Help

o 7E 6= E &

2 [EHCP Option Name Vendor Value Policy Name
v B dedemotech ] 003 Router Standard 192.168.1.1 None

v Bl =| 006 DNS Servers Standard 192.168.1.10 None
v | Scope[192.168.1.0] demo

15 DNS Domain Name Standard = = None

i} Address Pool
“ Address Leases 66 Boot Server Host Name  Standard 192.168.1.128 Mone
.:;J Reservations =) D67 Bootfile Name Standard prelinux.0 Mone

., Scope Options
| Policies

3 Server Options

2| Policies

¥| Filters

3 IPv6




NoTouch Center Configuration

NoTouch Center is where you configure our NoTouch OS endpoints but putting them into
groups, configuring group settings & connections. To login for the first time, use the user
‘admin’ followed by the password you created when deploying the virtual appliance.

* B = @ :

C (Y A NotSecure | 192.168.125.237/easyadmin/logon/showLogon.action

(s

stratodesk

Select language: English v

admin

Password

LOGIN

Did you forget your password?

Virtual Appliance (Container) Administration

The first thing that should be done is to update the default client admin password. To do this
click the red text shown in the example below.

X B o= »@Q :

<« C ¢ A NotSecure | 192.168.125.237/easyadmin/main.action
as3 2021.06-47 14:59:30
@ stratodesk Manage Resources Reports Inventory A 8B &% & @
Search
A Tools Notification Center 0S Images
@ 1dentity Please update your default client admin password under Important Parameters in the
Configuration section.

¥= Tasks

> [ My Devices
[ unassigned

&P static Profiles + M No Ciients Are Managed



This password should be different from what has previously set when deploying the virtual
appliance, and is the password used to access the configuration of the NoTouch OS
endpoints. You can of course choose to keep this the same as the NoTouch Center login, or
to change it to a different password.

It’s also recommended that you change the ‘URL Prefix’ from being IP address based to a
valid DNS name as shown in the example below. Once finished click ‘Save’

< C (@ A NotSecure | ntc. jin/main.action * = @
153 0210617151055
f
(58] stratodesk wamsge Resources Reports  nventary A D % & @ s
Search
A Tools
© 1centify
Y= Tasks
Tmportant Parameters:
~ [ My Devices
£ Group Settings 1vegdx2q710ewbyn -4
VDI Client Administrator Password:
3 Unassigned This is your devices local administration password. Please set it to use the local configuration of the devices. You can override it on group or device level.
hitps://nte.stratedesk.local-443/casyadmin/
& static profiles +
URL Prefix: Currently Used: https://192.168.125.237:443/easyadmin/
- - Base URL that your clients will use to contact this management software instance. Make sure it valid or else you might lock your clients out. Please use
&, Dynanic Rules + avalid DNS name instead of just an P address name.
Reports:
Reports:

[ on B
Inventory:
[ on B

Peripheral Inventory:

Purge Inventory Data: Purge Inventory Data

OpenH264:
Download OpenH264 Libraries:: Download Now

Save
Fetched OpenH264 Libraries No libraries have been downloaded yet.

NoTouch Center Resources

This is an area of NoTouch Center where it is possible to upload items to NoTouch Center
that can then be deployed automatically to NoTouch OS endpoints or is where you can view
information about your NoTouch Center environment. These typically are as follows:

VDI Client Images — This is the area of NoTouch Center where you can upload firmware
images that can then be pushed out to NoTouch OS endpoints. These replace the entire OS
whilst maintaining the configuration, and these updates can be downloaded from the
Stratodesk customer portal.

<« C © & NotSecure | ntc action * = » @

20210622 11:04:25

4513
@stratodesk Manage  Resources Reports Inventory QO *: @ & & .admln
Search - §

VDI Client Images | Support  Certificates Wallpapers Connectionlcons Misc.Files Scripts Licenses About

A Tools
© 1dentify
¥ Tasks 05 Versions:
> [0 My Devices Name Number of Clients
Unassigned
b m 3.3.1-EEs-k510-%64-210520 o
Delete
&P static Profiles i
Upload OS Image:
ﬂ Dynamic Rules o Uploading of large files, such as client images, may take some time. Please be patient! Do not click more than once and do not hit the browsers "Back " button.

Please upload Ifi files only.

DropFiles Here


https://www.stratodesk.com/portal/

Support — This allows you to retrieve a NoTouch Center support file, backup/migration
export or retrieve a client list of all devices connected to NoTouch Center.

<« C (Y A NotSecure | nt i in.action >* E 3 e 3

20210622 10:42:11

P
@stratodesk Manage  Resources Reports Inventory A0 B & & @ an

h
Searcl VDI Client Images [ Support ] Certificates Wallpapers Connectionlcons Misc.Files Scripts Licenses About
A Tools

© 1centity

= Tasks
Download Backup and Support Information:
» [ My Devices
) -‘ﬂ The "support file” contains important diagnostic information about your i fon, such as runti fguration, crror logs and atabasc crror logs. Please do not for-
[ Unassigned Sunport File get toinclude it when issuing support requests.

ke

9 Static Profiles aF A migration export is suitable for moving data from one installation to another. Migration export files can be imported in the Virtual Appliance administration area.
Backup/Migration Export
&, Dynanic Rules + ¥ . e . . — . . .
<] The "client ist" contains alist of all clients known to this instance, including MAC address, first/last contact time, installed OS image, and serial number.

Client List

Certificates — VDI technologies like Citrix & VMware Horizon require the use of certificates,
and NoTouch Center can be used to automatically distribute these to NoTouch OS endpoints.
We’ve created a dedicated knowledge base article covering this topic. Simply upload the
certificate files to NoTouch Center as shown below.

L3 C { A NotSecure | ntc. in.action > E 3 ° H

2021.062211:05:20

ass
@jstratodesk Manage Resources Reports Inventory A9 B &% & @ o

Search
VDI Client Images  Support | Certificates | Wallpapers Connection lcons Misc. Files Scripts Licenses About

A Tools

© 1dentify

Y= Tasks Global Certificates:
+ £ My Devices Global certificates are automatically assigned to each managed endpoint. (05 2.40.34661) Assignable Certificates
-
[ Unassigned 3 m
CitrixssL Demo.crt =
Download Delete
&P static Profiles +
2 Dynamic Rules + Upload Certificate:

Please upload crt or .pem files only.

Drop Files Here

Desktop Wallpaper — Should you wish to use a custom desktop wallpaper then upload the
file, and then select the ‘Uploaded Wallpaper’ option in the ‘Display’ group settings.

3 C @ A NotSecure | ntc in.action * E 3 0 H
ass 202106 2110555

(58] stratodesk  mmage  Resources Reports nventory AR i & @

Se h

e VDI Client Images Support Certificates [ Wallpapers | Connection Icons Misc. Files Scripts Licenses About

A Tools
© 1dentify

Y= Tasks
Wallpapers:
> 3 My Devices
[ Unassigned z'mm;».{ v ‘ Im
Stratodesk_Pinkjpg n
Download Delete
&P static Profiles + J
&, Dynanic Rules +

Upload Wallpaper:

Please upload jog. jpeg. .gif, or .ong images only.

Drop Files Here


https://www.stratodesk.com/kb/Certificates

Connection Icons — This allows you to use a non-standard image for any connection icon
that is shown on the desktop. To use this feature, upload the image and in the connection
that you wish to use this feature on, configure the ‘Connection Icon Mode’ to ‘Favicon’
‘Connection Icon Uploaded’ to the icon you wish to use.

<« C (¢ A NotSecure | ntc. in.action Y EEE 3 ° H

20210622 11:08:10

O B & & @©an

Search
VDI Client Images Support Certificates Wallpapers [ Connection Icons | Misc. Files Scripts Licenses About
A Tools

© 1dentify

7= Tasks

> [ My Devices

[ Unassigned ‘
J Stratodesk-logo.png =

& static Profiles 4 stratodesk

z '

g
§
H
g
Ed
9

&, Dynamic Rules +
Upload Connection Icon:

Pleasc upload Jpg. Jpeg, .2if, or png images only.

DropFiles Here

Misc. Files — Stratodesk NoTouch Center supports the distribution of a limited number of
complimentary 3™ party applications. These are typically applications like Citrix Workspace
App, Firefox, Google Chrome, Microsoft Edge for Linux, Microsoft Teams, Zoom & Zoom VDI
plugins for Citrix & VMware Horizon, and are deployed using the ‘Extension’ options in the
‘Group Settings’ Typically these files will be in a .deb format.

< C A NotSecure | ntc i action * EE ° H
assa 121062211095
@]stratodesk Manage Resources Reports  Inventory AE &% & @

Searct . . — )
earch VDI Client Images  Support Certificates Wallpapers Connection lcons Scripts Licenses About

A Tools

@O 1centify
Y= Tasks
Miscellaneous Files:
> [ My Devices ‘ -
) Unaiet google-chrome:stable_current_amdé4.den = m
Download Delete
& static Profiles + teams_1.4.00.7556_amd64.deb -‘ﬂ m
Download Delete
v . ‘ —1
&, Dynamic Rules + 200m_amdé4.deb =) m
Download Delet

Upload File:

Drop Files Here

Scripts — Should you need to run a script on your NoTouch OS endpoints then you can
update the script under this setting.

< C ¥ A NotSecure | nte action * B = *og

2021:06:2211:25:58

e
@stratodesk Manage Resources Reports Inventory Q93 o & @ «m

Search

A Tools
© 1centify

Y= Tasks

VDI Client Images Support Certificates Wallpapers Connection lcons Misc. Files Licenses About

Scripts:
> [ My Devices

3 Unassigned
Upload File:

&P static Profiles +

72 Dynamic Rules o

Drop Files Here



Licences — This is where you can upload new licence files and get an overview of available
licences in NoTouch Center.

< C Y A NotSecure | ntc i action * & *e

1513

Manage  Resources Reports Inventory

Search

A Tools
© 1dentify

VDI ClientImages Support Certificates Wallpapers Connection Icons Misc. Files Scripts | L

Installed Licenses:

=R Name Installed Used Available Type Codes.
Endpoint (NoTouch 03) 3 0Show Usage 3 Assignable DEMO
> [ My Devices [ +]
Imprivata SSO Integration 3 0 Show Usage 3 Assignable DEMO
[ unassigned
Cloud Xtension 5 0Show Usage 5 Pool DEMO
@ Static Profiles + Network Management Plus (SNMP, LLDP) 3 0 Show Usage 3 Assignable DEMO
2 1BM iSeries Client 3 05Show Usage 3 Assignable DEMO
Dynamic Rules +
.
Client VPN 3 0Show Usage 3 Assignable DEMO
Management Client 5 0 5 Pool DEMO
Caradigm 550 Integration 3 0Show Usage 3 Assignable DEMO
Disk Encryption (Endpoint) 3 0Show Usage 3 Assignable DEMO

Upload License File:

Drop Files Here

Licences are not bound to the MAC address or serial number of the endpoint, so can be
reused. Simply delete any licenced device from NoTouch Center, and its licence will become
available for use on another device.

About — This gives you an overview of your NoTouch Center environment including software
versions, hardware information and allows you to download the latest NoTouch Center SDK
giving you access to the Rest API.

< C ¥ A NotSecure | nte i action

tratodesk Manage Resources Reports  Inventory JAE - =4

Search

A Tools
© 1dentify

¥= Tasks

VDI Client Images Support Certificates Wallpapers Connection Icons Misc. Files Scripts  Licenses [A

Product/Vendor Information:

Product Version 4.5.13-Emerald Bay (Latest: 4.5.13)

> [ My Devices [ +]

Documentation www.stratodesk.com/kb
3 Unassigned

Stratodesk Corp., San Francisco, CA, USA

Vendor Stratodesk Software GmbH, Klagenfurt, Austria, EU
& static profiles w7 Vendor Website wowwstratedesk.com
&, Dynamic Rules N Vendor Support support@stratodesk.com
Copyright Copyright © 2002-2021 by Stratodesk, all rights reserved,

Server Information:

Operating system Stratodesk Virtual Appliance / Ubuntu 18.04.5 LTS Linux 4.15.0-143-generic
Virtual Appliance Version 1.0-642

System Architecture amdé4

Uptime Information 10:40:30 up 11:43, 0 users, load average: 007,002, 0.00

Host Name temgr

Preferred IP Address 192.168.125.237

IP Addresses 192.168.125.237

Active connectors HTTP/B0, HTTPS/443, HTTPS/8443

URL Prefix https:/ntc stratodesk local:443/easyadmin/



NoTouch Center Group Settings

This is where the settings that will be applied to the device are configured, so typically
include, keyboard layout, time zone & printer configuration etc. As there are a significant
number of parameters that can be set, the optimum parameters have been enabled by
default as shown in the example below.

<« C Y A NotSecure | nte. in.action >* R 3 ° H

202106:2309:05:33

s
@Istratodesk VEwrms Qe GEmme  (mems O 0D % & @ xmo
Search @ B

Configuration Value Restrictions Static Profile  Import/Export
New Connection Announce
A Tools RevealinT

o |dentify My Devices / Group Settings
Y= Tasks —

~ [3 My Devices

Group Settings
B [ contarvansgement [ &)

Administration

["] Non-Standard Management URL:

&P static Profiles +

[ Management URL Treatment Prefer HTTPS, Allow HTTP v
&, Dynamic Rules + [ Reauire Verification of SSL Certificate: off

D Search Management with Zeraconf: off

[] Force Reboot after First Configuration Transfer: orr

D Upload Essential Network Configuration:

.

[ ] Uplozad Detected Bluetoath Devices: off
L\ Upload Detected WLAN Networks: off

[ ) Websocket Transport:

A

["] update (LF1) caching: orf

[ LFicache device name:

[ tFisharing password: ©
[ update client: m
[] Management Announce Interval (Minutes): 80

To turn a parameter on, click the slide bar and it will turn it on. To disable it, untick the
checkbox next to the item, and the settings are automatically saved. We have also grouped
the settings to make the settings easier to find.

If you wish to see the settings that have been applied, click the ‘Changed’ button to see what
changes have been made beyond the default settings.

< C Y A NotSecure | nte action * % ’65
asas 2020620071249

(58] stratodesk mamsse Resources Reports  nventary AR i & @

Se h

eare Configuration Value Restrictions ~Static Profile  Import/Export 85 (g

New Connection Announce
A Tools
© oniy My Devices / Group Settings

Y= Tasks

~ 3 My Devices
Input
Group Settings
[ Unassigned Keyboard Layout: UKEnglish v
& static Profiles + Display
ﬂ Dynamic Rules + Multimonitor Mode: Merge/Extend v

Start Monitor Control Tool off Auto

Services

Screen Shadowing|Mode: On/shared v

Screen Shadowing|Ask User at New Connection [ on @)
)

Screen Shadowing|Remind User of Running Remote Shadowing:

ScreenshadowinglPassword: — sscessssess ©

Time

Timezone: Europe/London v



Most organisations won’t put all their devices into a single group, but will instead put
devices into groups based on country, city, office or department etc. In view of this it’s
possible to create subgroups that inherit the group settings from the parent group. To do
this select the group from which you’d like to copy the group settings from and select
‘Create Group’ as shown in the example below.

<« C Y A NotSecure | ntc. i in.action * EE 3 ° H
s513 —
@ stratodesk Manage Resources Reports  Inventory A8 B & & @
Search ™
eare Configuration Actions ACL Value Restrictions Info Licenses License Limits Import/Export + 2 A o @
R Add Device Rename |Create Group |Delete Announce
A Tools
© 1dentify Revealin Tree
?E Tasks My Devices
Administration
. p—
X Group Settings (] pescription
3 unassigned [] Firmware Pool URL (always):

The example below shows the ‘Non-Default’ settings for the group and displays where the
inheritance has come from.

& > C O 4 NotSecure | ntc in/main action *  » @
2010623092242
@ aamin

Search

Configuration Value Restrictions Static Profile Import/Export @ r_,"
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It is also possible to make changes to the settings in this group and overwrite the inherited
settings. Typically, you might do this to regional settings like keyboard layout & time zone.
Once the changes have been made, click either ‘Changed’ or ‘Non-Default’ to review your
changes.

<« C { A NotSecure | ntc. in.action >* EE 3 ° H
a5t 2021.06:230928:10
@ stratodesk Manage Resources Reports  Inventory A8 B & & @
Searct
earch Configuration Value Restrictions Static Profile Import/Export @ r_."
R New Connectic Announce
A Tools
© 1dentify Reveal inTree
= ks My Devices / Vienna / Group Settings
~ 3 My Devices Securi ervice ime Non-Default
£ Group Settings
Input
- [ Vienna

Group Settings :fgfiﬁuf::;; German v
[ Unassigned

Time
&P static Profiles +

Timezone: Europe/Vienna v
. ) [ ———
&, Dynamic Rules +



Changes are not automatically pushed out to NoTouch OS endpoints. The default
announcement interval is 60 minutes and is set under ‘Administration’ in the group settings.
For larger deployments you might want to consider increasing this number to reduce the
amount of network traffic.
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In the event you want to announce changes to NoTouch endpoints outside of the normal
announcement interval then this is possible by using the announce function as shown in the
example below.
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Another way to apply group settings is with ‘Static Profiles’ and can be useful if you have
multiple top-level groups and means that you don’t have to keep creating your default
settings and can also be applied to sub-groups. To create a ‘Static Profile’ click the + button
and give the profile a friendly name.
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Just like with the standard group settings, you can make the changes you need and view
them using the ‘Changed’ option.
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To apply a ‘Static Profile’ to a group, go to the ‘Group Settings’ of the group you wish to
apply it to and select the ‘Static Profile’ you wish to apply and click ‘Add’
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Dynamic Rules

Dynamic Rules are like virtual groups and will assign a configuration to any managed device
provided it matches the specified criteria. Unlike ‘Static Profiles’ that are assigned to a
group, ‘Dynamic Rules’ are applied automatically. To create a ‘Dynamic Rule’ click the + sign
and give it a friendly name.
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Just like with the standard group settings, you can make the changes you need and view
them using the ‘Changed’ option.
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Dynamic Rules are applied automatically if matching criteria is met. In the example below,
we are automatically adding printers to HP t530 thin clients based on its ‘DMI System
Product’ This information can be obtained by selecting the device in NoTouch Center, and
then select ‘Info’” and then scroll down to the Hardware Information where you can locate
the System Product information.
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Hardware Information:

Asset Tag: 8CG7411BNT
Machine Type: x86_64

Processor Type: x86_64

System Vendor: HP

System Product: HP 530 Thin C\ientl

System Version:
System Serial: 8CG7411BNT

Motherboard Vendor: HP



Next apply that value to the ‘DMI System Product’ parameter. Once announced the value
will then add a printer to all HP t530 thin clients.
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Connections

Stratodesk NoTouch Desktop can connect most popular VDI technologies including Citrix,
VMware Horizon, Azure Virtual Desktop, Nutanix Frame, Amazon Workspaces & many
others. We also include browsers like Firefox & Chromium, with options to deploy Google
Chrome & Microsoft Edge for Linux using the ‘Extension Module’ More detailed connection
configuration can be found on our knowledge base
https://www.stratodesk.com/kb/Main_Page

To create a new connection click into the ‘Group Settings’ of the group you want to create
the connection for, click ‘New Connection’ and give it a friendly name.
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https://www.stratodesk.com/kb/Citrix_Workspace_App
https://www.stratodesk.com/kb/VMware_Horizon_View
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Next, set a connection mode for the VDI technology you’d like to connect to.
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The example below shows how to configure a Citrix connection, but for most connection
types, you will configure a ‘Connection Target’ & domain so that the user only has to enter
their username & password. It’s also possible to configure additional parameters so in the
example below, there’s the option to configure ‘Citrix Workspace App’ specific parameters.
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It’s also possible to set any connection to automatically start at system boot and set an
‘Action After Exit’ parameter. To view all configured parameters, click the ‘Changed’ button.
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Connecting Devices to NoTouch Center

If you’ve followed the steps in the earlier chapter for Network Considerations/Requirements,
then newly installed NoTouch endpoints will automatically discover NoTouch Center using

DNS and by default put themselves into the ‘Unassigned’ folder and can then be manually
moved into the preferred group. However, it is possible to automate the process even more
with the use of ‘Automatic Assignment Rules’ If a matching criterion is met, then the device
will be placed into a group automatically and get it’s configuration. There are many different
‘Assignment Rules’, but the example below shows the ‘Network Address/Subnet Mask’ rule
so is particularly useful with organisations that use vLANSs.
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It’s also possible to manually configure new devices to NoTouch Center using the first boot
wizard. Firstly, Click ‘Central Management’.

Wizard

stratodesk

Welcome! Step 1 - Location and Keyboard

Please complete the steps of this
wizard to set up your device.

| Central Management |

Time zone: Europe/London
Country: United Kingdom
System locale: English (US)

Keyboard layout: US English

(i Wizard i) 03:21AM



Next replace the ‘tcmgr’ part of the management URL with either the hostname or IP
address of NoTouch Center and click ‘Finish’.

@] stratodesk

Welcome! Central Management
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Skip wizard E-Mail address:

For e-mail based loakup your system administrator must have set the DNS records carrectly

Central Management Client information (optional)

Location:

Owner:

Description:

Group assignment key:

Client host name:

Cores [l |

(i Wizard ) 03:26AM

If you’ve correctly configured the ‘Automatic Assignment Rules’ the device will appear in the
correct group to get its configuration.
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Firmware Updates

Stratodesk regularly creates new firmware so our customers can take advantage of the latest
features introduced by our technology partners. Customers with an active software
subscription in place can download firmware from our customer portal. Please be aware
that there are options for both x64 or ARM depending on the hardware as well as kernel
versions which might vary depending on the hardware age.

Firmware uses the .Ifi extension and is a complete OS update rather than in component
format. This file can then be uploaded into NoTouch Center under ‘Resources\VDI Client
Images’.
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Firmware can be deployed either directly to a NoTouch OS endpoint or to a group of devices,
but the process is the same. In the group settings scroll down to ‘Client OS Image’ and
choose the image you wish to deploy. Next select the ‘Client OS Image Update Mode’ and
announce the changes to begin the update process.
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In the event you are running different kernel or hardware architecture versions like x64 or
ARM, then you might want to consider using the ‘Image Version’ instead. With this option
NoTouch Center will automatically work out which firmware version needs to be sent to
each device. However, you will need all firmware types uploaded to NoTouch Center for this
to work correctly.


https://www.stratodesk.com/portal

Other firmware deployment methods are available including Peer & Cascading updates.
Please refer to the following technical blog for further information.

Other Resources

What is TCMGR and How do You Configure It?

How Stratodesk Software Works from a Helpdesk Perspective

Stratodesk Introduces MFA to NoTouch Center

REST API and the SDK Package in NoTouch Center 4.5 “Emerald Bay”

Please visit our Knowledge Base for more information.


https://www.stratodesk.com/stratodesk-cascade-feature-for-client-to-client-updating/
https://www.stratodesk.com/what-is-tcmgr-and-how-do-you-configure-it/
https://www.stratodesk.com/how-stratodesk-software-works-from-a-helpdesk-perspective/
https://www.stratodesk.com/stratodesk-introduce-mfa-to-notouch-center/
https://www.stratodesk.com/rest-api-and-the-sdk-package-in-notouch-center-4-5-emerald-bay/
https://www.stratodesk.com/kb/Main_Page

