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UTokyo Guidelines for Information Ethics and Computer Use

(Did you know that you are accessing the UTokyo information systems not only while you use the facilities at UTokyo or the
information equipment in your research lab but also when you use your personal smartphones, tablets, or PCs? When using
information equipment to access the information systems at UTokyo, you must be aware and be a responsible member of the
University by following the information ethics and security rules. In addition, as a student, faculty or staff member of UTokyo,
\please exercise good judgement and self-discipline even in activities outside UTokyo and in your private life.

I  Fundamentals of the UTokyo Information Ethics

| (D Use Limited to Educational and Research Purposes.

Use of the UTokyo information systems (including the University network) is restricted to educational and research
purposes. Inappropriate, unlawful, and unethical conducts not aligned with the aforementioned purposes of the
systems is prohibited.

| (@ Prohibition on Transmission or Release of Information.

Users of the University’s network and computer resources are prohibited from sending or releasing information that:
(1) is not sent under your own name (sending anonymously or using aliases),
(2) infringes the intellectual property rights of others,

(3) is discriminatory, slanderous, or libelous,

(4) infringes the privacy of others.

(5) is obscene,

(6) disrupts education or research,

(7) disrupts the work of any individual,

(8) is false,

(9) violates confidentiality, or

(10) provides subtle information related to educational and research activities.

| (3 Prohibition on Illegal Use of Copyrighted Materials and Information.

Copyright violation is a criminal offence. Such acts include stealing or altering information of others, as well as the
reproduction and distribution of copyrighted material (such as music, movies, books, academic literature, or
software) without consent. In addition, knowingly downloading illegally distributed music, movies, books, academic
literature, or software is unlawful and subject to criminal punishment.

| @ Prohibition on Excessive Downloading.

Most electronic journals and databases prohibit excessive downloading all at once. There are usage-limit agreements
between the University and the providers. If a person violates such an agreement, the service may be terminated for
the entire University.

| (® Prohibition on Stealing or Lending of an Account.

Stealing another’s account ID and password is a criminal offense. All users must safely maintain their account ID,
password, information assets, software, etc. Please maintain your account ID and password provided by the
University responsibly.

Il Fundamentals of the UTokyo Information Security Rules

| (D Avoid Easy-to-Guess Passwords.

When creating a password, avoid easy-to-guess passwords (names, words, birthdates, sequence of letters aligned on
the keyboard), and use a random alphanumeric sequence containing both upper- and lower-case letters as well as
numbers. If multifactor authentication is offered, please actively use it. Do not use the same password; use different
ones for different systems and software.




| (2 Use of antivirus software is mandatory.

Please install antivirus software on all the computers you maintain. Keep the virus definition files up to date, and
routinely run a virus check of the entire files store in the computers. You must also be vigilant to avoid infection
risks. Please use the antivirus software offered by UTokyo. Similarly, please update and maintain the latest version
of the OS and software applications. Particular attention is required when returning after long absences. Computers
not running the latest software are exposed to greater risk of infection by viruses.

| (3® Be Cautious of Cyber Attacks Originating from Virus Emails.

There has been an increase in emails with malicious viruses, which look like legitimate emails (phishing emails,
targeted attacks, etc.) within the University. Opening an attachment or accessing the URL can infect your computer
with a virus or steal your personal information such as passwords. If your computer is infected with a virus, the
attacker may demand a ransom, or your computer may send virus emails to others. If you find an email to be even
slightly suspicious, do not open it. Instead, immediately report it to the person in charge of your department.

® Avoid Unsecured WiFi.

If you are using WiFi without security in place, the contents of your communications can be intercepted, increasing
the risk of compromising your ID and password. If you use free WiFi with unreliable security, such as WiFi outside
and in stores, your device may be attacked by other virus-infected equipment connected to the same Wi-Fi,
resulting in infection of your device with a virus.

(® Please be Careful about “Where” You Attend Online Classes and Conduct Remote
Work.

If you participate in a video conference or in online classes while in a public location such as restaurant or cafe,
information may become known to the people around you. Please attend from a safe location.

| (® Please be Careful with “How” You Send an Email.

If you add recipient email addresses to the “To” or “cc” fields when the “bce” is more appropriate, the recipients’
information (email addresses and names) will be divulged to the other recipients.
To prevent information leaks when sending email to multiple recipients, pay particular attention to these fields.

(D Be Cautious about Loss or Theft of Your Information Assets.

Strict care must be taken at all times concerning the loss or theft of your laptops, smartphone, tablet terminal, hard
disk drives, USB memory sticks, or any memory devices that contain important information. Thefts have occurred
even within the University, particularly in classrooms, cafeterias, and other public areas accessible to everyone. In
the event you lose an item that contains accounts or passwords for the University’s system, you should report this to
your Network Administrator immediately.

If You Receive a Warning......

If a professor, staff, or network administrator warns you of inappropriate use of computer resources,
you must follow the instructions immediately. Continued use of computers infected by viruses or any
other inappropriate use is strictly prohibited due to risks associated with cyberattacks and
information leaks.
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BE:E#RAI - 18H  currently available only in Japanese
Related Rules and Information
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* The University of Tokyo Information Ethics Guidelines

o https://www.u-tokyo.ac.jp/adm/cie/ja/index.html

. ERATEERLEAUT A R

e UTokyo Basic Policy for Information Security

« https://www.u-tokyo.ac.ip/ja/about/rules/public16.html

« HRAFBEBREXF1UTAHE

*  UTokyo Information Security Education

e https://www.u-tokyo.ac.jp/adm/dics/ja/securityeducationvideo.html

e HERARPERXY FT—0 Y AT LERRA/ERKEER
b7 =0 RTLABEHAR 74

e The University of Tokyo Rules Pertaining to the Operation of the
Information Network System,”The University of Tokyo Guidelines for
Use of the Information Network System

. https://www.nc.u-tokyo.ac.jp/guide/rule 001 OF
. https://www.nc.u-tokyo.ac.jp/guide s E
i
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e Electronic journals to which The University of Tokyo subscribes

EE]
« https://www.dlitc.u-tokyo.ac.jp/ej/notice_new.html E’%
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